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Tufin SecureTrack™ | Firewall Operations Management

Tufin Technologies is Making Security Manageable



Firewall Operations
Management Solution

Tufin SecureTrack is the leading Firewall Operations
Management Solution. SecureTrack enables organizations
to enhance security, reduce service interruptions and
automate day-to-day tasks through powerful firewall
management capabilities and reporting.

e Change Management: SecureTrack monitors changes, reports them in real-
time and maintains a comprehensive, accurate audit trail for full accountability.

e Security Policy Optimization and Cleanup: Analysis and cleanup of complex
rule bases to eliminate potential security breaches and improve performance.

e Risk Analysis and Business Continuity: Powerful simulation and risk analysis
to identify potential security risks, ensure compliance with organizational

security standards, and prevent service interruptions.

¢ Cross-Platform Visual Monitoring: Intuitive, graphical views of firewall
policies, rule bases and configuration changes for Check Point, Cisco
and Juniper firewalls.

¢ Auditing and Regulatory Compliance: Thorough auditing of firewall policy
changes by an objective third party supports industry regulations including
Sarbanes-Oxley, PCI-DSS, HIPAA, ISO 17799 and Basel Il
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SecureTrack Features

e Change Management: Monitors
configuration changes, reports them
in real-time and maintains a
comprehensive, accurate audit trail
for full accountability.

¢ Rule Base Cleanup and
Optimization: Locates unused rules
so that they can be removed, thereby
eliminating potential security holes.
Enables administrators to organize
the rule base according to priority to
improve performance and to reduce
the need for additional hardware.
Sophisticated, patent-pending
analysis algorithms identify subsets
of individual rules, such as a specific

e Corporate Standards Enforcement:

Compares every change to a
configurable set of corporate
standards to identify violations and
avoid potential security breaches.

Integration with Change

Management/Ticketing Systems:

Open interface enables verification
of implemented changes against
planned change requests.

e Intuitive Graphical User Interface:

Makes it easy for managers to
visualize the firewall policy,
understand changes, and take
action. Web user interface requires
no installation.

Specifications

Single Server-class machine

RedHat Enterprise Linux 3/4,
CentOS 3/4

SSL-encrypted communications
Encryption of all stored data

Pure Web GUI
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object, that are unused so that they
can be removed.

¢ Risk Analysis and Business
Continuity: Powerful simulation and
risk analysis to identify potential
security risks, ensure compliance
with organizational security
standards, and prevent service
interruptions.

e Policy Simulation: Enables
managers to simulate the firewall by
querying the rule base. The intuitive
results help managers to understand
the logic of the rule base and simplify
complex firewall security policies.

¢ Best Practice Audit: Compares
current security policy to the
industry’s best practices to identify
potential errors or areas for
improvement.
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e Highly Scalable: Supports
thousands of firewalls, each with

hundreds of rules and thousands of

network objects.
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For more information:

US Sales:
1-877-270-7711

UK Sales:
+44-7989-609-077

International Sales:
+972-3-612-8118

Tufin SecureTrack | Firewall Operations Management
sales@tufin.com | www.tufin.com

Check Point OPSEC certified for VPN-1/Firewall-1 and Provider-1

Copyright 2003-2007 Tufin Software Technologies Ltd., All rights reserved. Firewall-1, VPN-1, Provider-1 and OPSEC are trademarks or registered trademarks of Check Point Software Technologies, Ltd. Tufin and
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