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Introduction 

Any computer and Internet user, regardless of the reasons that they are online or have 

copied a large amount of data from a known or unknown external disk, need to have 

the latest antivirus software programs installed and updated on to their computer. Even 

though most of the programs come already installed with the computer and are virus 

free, antivirus software is absolutely essential for safe and uninterrupted system or 

Internet usage. It also plays an important role in Security, as it can protect vital 

documents and files from being damaged or lost forever. Ensuring and safeguarding 

the computer operations as desired than operating in an abnormal stage due to virus, 

malware attacks. 

Every so often, it can be noticed on the news or companies announcement about a 

potential virus or worm that is spread via email or accessing any unknown links over the 

Internet. Once the link is opened and downloaded, the virus infects the computer and 

starts eliminating or damaging files. Antivirus software can help minimize the overall 

threat that viruses cause, as computer safety depends on having antivirus software 

installed in the machine. 

There are certain antivirus software programs that can be trusted to safely install and 

operate on desktop or laptop. Such companies continuously monitor and update their 

respective antivirus database as new and more dangerous viruses are released. It is 

proved that Computer security is dependent on antivirus software and vice-versa. New 

worms and programs are being developed all the time. Some viruses target specific 

files, like word documents or excel spreadsheets. Other more malicious programs can 

actually shutdown the computer or make it unstable to operate. However, by installing 

and updating the latest and most effective antivirus software on computer or laptop, 

system security will increase. 

Executive Summary 

This Project focuses completely on analyzing various latest Endpoint Security 

technologies available in the market. This document primarily provides Trend marketing 

team with defensible real world data used in customer presentations, white papers, 

marketing campaigns. The document contains a series of independent performance 

evaluations with various industries’ best Antivirus (AV) product.  
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Trend Micro Inc. commissioned Indusface Consulting Pvt. Ltd. to carry out a series of 

independent performance evaluations through comparative tests on the industries best 

competitive endpoint security solutions, which included Trend Micro Office Scan 10.5, 

MacAfee VirusScan 8.7, Symantec Endpoint Protection 11, Sophos Endpoint Security 

and Control 10.5 and Microsoft ForeFront Client Security 1.0.1073. 

As agreed with Trend Micro at the outset of the project, this technical report forms the 

basis for a narrative document based on the comparisons drawn between various 

solutions of Antivirus. The purpose of this exercise is to perform an unbiased analysis of 

each respective Endpoint security solution. 

Proceeding in the following sections the results and analysis based on the tests 

conducted are shown, laying out the methodology. The methodologies used, as 

described later in this report, were adhered to for each solution and not weighted in 

favor of any one vendor.  

The testing demonstrates that, all security solutions consume significant amount of 

Hardware Utilization in terms of CPU, HDD and Memory and also the time taken for the 

applications to execute when compared to other industry based competitive products.     

The Comparative Chart depicts the summary of the report and providing comparative 

information of system performance stats on the endpoint supported, CPU, HDD and 

Memory overheads for each Security Technology.  

About Trend Micro 

Trend Micro is a global leader with more than 20 years of expertise in endpoint, 

messaging and Web security. Trend Micro operates globally. Trend Micro is focused on 

innovating smarter security solutions that protect against a wide range of insidious 

threats and combined attacks including viruses, spam, phishing, spyware, botnets, and 

other Web attacks, including data-stealing malware. Trend Micros is the next 

generation cloud-client content security infrastructure, which beats conventional 

methods by combining Internet-based technologies with smaller, lighter weight clients 

to stop threats before they reach users.  

Trend Micro Enterprise Security is a tightly integrated offering of content security 

products, services, and solutions powered by the innovative, in-the-cloud Trend Micro 
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Smart Protection Network™. It is optimized to deliver immediate protection. It has an 

extensive global network of datacenters combined with automated and manual threat 

correlation systems, enables it to provide customers with a real-time feedback loop of 

round-the-clock threat intelligence and protection. 

Trend Micro Office Scan (OSCE) 10.5 

OfficeScan™ 10.5 protects your desktops, laptops, servers, storage appliances, and 

Smartphone’s—on and off the network—with an innovative blend of world-class anti-

malware and in-the-cloud protection from Trend Micro Smart Protection Network. New 

File Reputation frees endpoint resources by moving pattern files into the cloud. And 

Web Reputation blocks access to malicious websites. A flexible plug-in architecture, 

new Device Control, HIPS functionality, virtualization, and extended platform support all 

help lower management costs and increase flexibility. 

OfficeScan™ 10.5 provides a revolutionary new defense against threats—both on and 

off the corporate network—combining world-class anti-malware with innovative in-the-

cloud protection from the Trend Micro™ Smart Protection Network™. New File 

Reputation moves the burden of pattern file management into the cloud, freeing 

endpoint resources. And Web Reputation protects endpoints by blocking access to 

malicious sites. Available in solution suites, OfficeScan now offers a single solution to 

protect desktops, laptops, servers, storage appliances, and Smartphone’s.  

Key Features as listed by Trend Micro are: 

• Optimized for Desktop Virtualization 

• File Reputation 

• Web Reputation 

• Superior Malware Protection 

• Virtual Patching (Intrusion Defense Firewall plug-in) 

• Ease-of-Management 
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McAfee VirusScan (MFE) 8.7 

McAfee Total Protection for Endpoint — Enterprise Edition protects all of your endpoints, 

including Windows, Mac, and Linux systems, as well as mobile devices. Total Protection 

for Endpoint — Enterprise Edition is a single, integrated solution that secures systems and 

data against sophisticated malware, zero-day attacks, noncompliant systems, and 

unauthorized devices. It also protects lost or stolen devices by blocking non-permitted 

access to your business-critical systems and sensitive data. 

Key Features as listed by McAfee are: 

• Real-time anti-malware protection 

• Proactive email and web security 

• Zero-day and vulnerability shielding   

• Desktop firewall 

• Strong network and device control 

• Full-disk encryption 

• Multi-platform support 

• Unrivaled centralized management 

Symantec Endpoint Protection (SEP) 11 

Symantec Protection Suite Enterprise Edition creates a protected endpoint and 

messaging environment that is secure against today’s complex malware, data loss and 

spam threats, and is quickly recoverable in the event of failure. Reduce the cost of 

securing your environment and more effectively manage the inherent risks of today’s IT 

infrastructures with Symantec’s proven endpoint security, messaging security, and 

system recovery technologies. 

 

Symantec Protection Suite Enterprise Edition is an unparalleled combination of award-

winning technologies from the world leader in security and data protection that 

enables you to completely protect, easily manage, and automatically control the 

assets most crucial to your business. 
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Key Features as listed by Symantec are: 

• Antivirus and antispyware 

• Network threat protection 

• Proactive threat protection 

• Single agent and single management console 

• Anti-spam and messaging security protection 

• Protect end-to-end. Safeguard intellectual property 

Sophos Endpoint Security and Control (SESC) 9.5  

Sophos Endpoint Security and Control features Sophos Anti-Virus, Sophos Client Firewall 

and Sophos NAC - all of which are managed from Enterprise Console. Sophos Anti-Virus 

provides complex networks with rapid, integrated protection against known and 

unknown malware and against threats to productivity such as adware and other 

potentially unwanted applications. It can be centrally installed, configured and 

monitored across the network, and is updated automatically with the latest protection 

from Sophos Labs™. 

Key Features as listed by Sophos are: 

• Anti-virus 

• Live protection 

• Management 

• Application Control 

• Device Control 

• Data Loss Prevention 

• Encryption 

• Network Access Control 
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Microsoft ForeFront Client Security (MSFF) 1.0.1073.0 

Forefront Client Security features an integrated antivirus and antispyware engine, a 

central management system which can be integrated with other IT management 

software, and real-time security assessment reports. 

Key Features as listed by MS ForeFront are: 

• Client and server operating system security 

• Server application security 

• Network “edge” security 

• Unified Protection 

• Simplified Administration 

• Reduced IT Management Cost 

• Visibility and Control 

• Virtualization 
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Features Comparison 
This is a list of notable EndPoint (AV) features in the form of a comparison table. 

 Features Trend Micro 
OfficeScan 

10.5 

McAfee 
VirusScan 

8.7 

Symantec 
Endpoint 

Protection 
11 

Sophos 
Endpoint 

Security and 
Control 

Microsoft 
ForeFront 

Client 
Security 

  Protection Point 

1 PCs and Laptops Å Å Å Å Å 

2 File Servers Å Å Å Å Å 

3 Windows™ Small Business Servers, 
Essential Business Servers 

Å Å Å Å Å 

4 Microsoft™ Exchange Email Servers Å Å Å Å Å 

  Protection Type 

5 Detects and removes conventional 
threats (viruses, spyware, rootkits and 
bots) 

Å Å Å Å Å 

6 Prevents exposure to risky websites Å Å Å Å Å 

7 Blocks POP3 spam Å Å Å Å Å 

8 Spam, phishing, and content filtering Å Å Å Å Å 

9 Includes InterScan Messaging Hosted 
Security Standard 

Å Å Å Å Å 

10 Protects online transactions Å Å Å Å Å 

11 Defends Internet Messaging (IM) Å Å Å Å Å 

12 Protects Wireless (Wi-Fi) connections Å Å Å Å Å 

13 Locks down select files and folders (e.g. 
Intuit® QuickBooks®) 

Å Å Å Å Å 

  Management 

14 Sets security automatically for travelling 
laptops 

Å Å Å Å Å 

15 Monitors your security with your choice 
of central console: 
• Web-based dashboard 
• IT security provider console for multiple 
customers (Worry-Free Remote 
Manager) 
• Windows™ Essential Server consoles* 

Å Å Å Å Å 

16 Generates security reports Å Å Å Å Å 

  End Point 

17 Full Scan Å Å Å Å Å 

18 Smart Scan Å Å Å Å Å 

19 Managed by Server Å Å Å Å Å 

Table 1: Feature Comparison 

Key Findings 

Following were the key findings during the test execution and the test results for each 

respective endpoint security solutions identified in the scope: 
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CPU Utilization Observations 

 

Graph 1: CPU Utilization Comparison 

 
 

AV  
Installation 

System After 
AV 

Installation 

End User Automation 
Script Execution with 

AV 

Full 
System 
Scan 

Full System Scan With 
End User Automation 

Script 
OSCE 10.5 1.619 1.17 6.01 3.098 10.37 

MFE 8.7 4.5 2.34 5.74 4.579 18.17 

SEP 11.0 4.4875 3 5.51 6.48 11.63 

SESC 9.5 2.6 2 6.53 5.679 12.52 

MSFF 
1.0.1703 

2.6 3.08 5.5 8.26 14.13 

Table 2: CPU Utilization Comparison 

Tests for CPU utilization were measured on 1 x Quad Core Intel I3 3.20GHz CPU Power. 

From the above CPU utilization graph, Trend Micro OfficeScan (OSCE) 10.5 is consuming 

the lowest CPU resource utilization for “AV installation”, “System  After AV Installation”, 

“Full System Scan” and “Full System Scan with End User Automation Script Automation 

Script” test cases. 

 

MS ForeFront Client Security 1.0.1703.0 has used the lowest resource for “End User 

Automation Script Execution with AV” test case. 
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Memory Utilization Observations 

 

Graph 2: Memory Utilization Comparison 

  AV  
Installation 

System After 
AV 

Installation 

End User 
Automation 

Script Execution 
with AV 

Full System 
Scan 

Full System Scan 
With End User 
Automation 

Script 
OSCE 10.5 17.86 21.85 31.68 18.5122 38.5385 

MFE 8.7 21.1 17 23.96 29.7089 48.9012 

SEP 11.0 28.4 25 33.09 55.1316 54.10 

SESC 9.5 18.6 17 28.06 38.9583 64.30 

FFCS 1.0.1703 23.6 23.45 38.07 35.98 56.33 

Table 3: Memory Utilization Comparison 

Tests for Memory utilization were measured on 4 (2 x 2) GB DDR3 RAM. 

 

From the above Memory utilization graph, Trend Micro OfficeScan (OSCE) 10.5 is 

consuming the lowest Memory utilization for the major of 3 test cases, as compared with 

other AV Products. Trend Micro OfficeScan is consuming the lowest resource for “AV 

installation, Full System Scan and Full System Scan with End User Automation Script 

execution” test cases. 

 

McAfee EndPoint Protection 8.7 and Sophos EndPoint Security and control 9.5 have 

used the lowest resource for “System After AV Installation” equally and McAfee 

EndPoint Protection has used the lowest resource for “End User Automation Script 

Execution with AV” test case. 
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Disk Utilization Observations 

 

Graph 3: Disk Utilization Comparison 

 
  

AV  
Installation 

System After 
AV 

Installation 

End User Automation 
Script Execution with 

AV 

Full System 
Scan 

Full System Scan With 
End User Automation 

Script 
OSCE 10.5 69.79 43.8 41.88 46.15 48.86 

MFE 8.7 75 42.12 70 75.3544 76 

SEP 11.0 45.7037 41 46 55.2078 47.45 

SESC 9.5 50 42.96 51.67 43.08 59.9318 

FFCS 
1.0.1703 

64 59 59.95 69.51 53.97 

Table 4: Disk Utilization Comparison 

Tests for Hard Disk utilization were measured on 320GB (7200 RPM) SATA Disk Drive. 

 

From the above HDD utilization graph, Symantec EndPoint Protection 11 is consuming 

the lowest HDD resource utilization for “AV installation”, “System After AV Installation” 

and “Full System Scan With End User Automation Script” test cases. 

 

Trend Micro OfficeScan (OSCE) 10.5 is consuming the lowest HDD resource utilization for 

“End User Automation Script Execution with AV” test case. 

 

Sophos EndPoint Security and control 9.5 has used the lowest resource for “Full System 

Scan” test case. 
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AV Installation and Scan Time Details 

 

Graph 4: AV Installation and Scan Time Utilization Comparison 

 
 

AV  
Installation 

Full System 
Scan 

Full System Scan With 
End User Automation 

Script 
OSCE 10.5 1 19.54 25.17 

MFE 8.7 15 54.48 56 

SEP 11.0 15 30 30 

SESC 9.5 9 25 30 

FFCS 
1.0.1703 

0.54 21.58 27.22 

Table 5: AV Installation and Scan Time Utilization Comparison 

From the above Time Taken graph, it can be clearly noted that MS ForeFront Client 

Security has consumed the minimum time for “AV installation” and “Full System Scan 

with End User Automation Script execution” test cases. 

 

Trend Micro OfficeScan 10.5 has consumed the minimum time for “Full System Scan” 

test case. 

 

The next inline are Sophos EndPoint Security and Control 9.5, Symantec EndPoint 

Protection and then McAfee VirusScan 8.7 



Trend	
  OfficeScan	
  Comparative	
  Report	
  

	
  
 
15                                                    Confidential  	
  
 

System Boot-Up-Down Time Details 

 

Graph 5: System Boot-up-Down Time Utilization Comparison 

 
 

System Boot 
Up 

System  
Shutdown 

System Reboot 

OSCE 10.5 10 12 24 

MFE 8.7 10 7 21 

SEP 11.0 9 8 23 

SESC 9.5 9 10 28 

FFCS 1.0.1703 10 9 21 

Table 6: System Boot-up-Down Time Utilization Comparison 

From the above Time Taken graph, Sophos EndPoint Security and control 9.5 and 

Symantec EndPoint Protection have consumed same amount of time for “System Boot-

up” test case. 

 

McAfee VirusScan 8.7 has taken minimum time for “System Shutdown” test case and MS 

Forefront Client Security and McAfee VirusScan 8.7 has consumed low resource for 

“System Reboot” test case. 

Weightage Approach 

The ranking is provided according to the test results from 1 to 4 for each values 

measured, Where 1 being the best and 4 being the last. The values measured and the 

format represented in table is as below for test cases. 

System Idle with AV: Average CPU + Avg Memory + Avg Disk Utilization – Measured in % 

Full System Scan: Average CPU + Avg Memory + Avg Disk Utilization – Measured in % + 
Time taken 

Full Scan with End User Simulation: Average CPU + Avg Memory + Avg Disk Utilization – 
Measured in % + Time taken 
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Smart Scan: Average CPU + Avg Memory + Avg Disk Utilization – Measured in % + Time 
taken 

End Point Installation: Average CPU + Avg Memory + Avg Disk Utilization – Measured in % 
+ Time taken 

Boot-up Time with AV: System Boot-up + system shutdown + System Reboot - Measured 
in Seconds 

Note: 

The product with a particular test case, which has a value of 1,2,3 in the results section 

means: 

• First weightage with value 1 represents - utilized least CPU compared to other 

products 

• Second Weightage value 2 represents – 2nd lowest memory utilized compared 

to other products 

• Third Weightage value 3 represents – 3rd best product to have hard disk 

utilization compared to other products 

  First 
Weightage 

Second 
Weightage 

Third 
Weightage 

Fourth 
Weightage 

End Point Installation  Avg CPU 
Utilization 

Avg Memory 
Utilization 

Avg Hard Disk 
Utilization 

Avg Time Taken 

System After AV 
Installation 

Avg CPU 
Utilization 

Avg Memory 
Utilization 

Avg Hard Disk 
Utilization 

NA 

End User Automation 
Script Execution with 
AV 

Avg CPU 
Utilization 

Avg Memory 
Utilization 

Avg Hard Disk 
Utilization 

20 mins 

Full System Scan Avg CPU 
Utilization 

Avg Memory 
Utilization 

Avg Hard Disk 
Utilization 

Avg Time Taken 

Full Scan with End 
User Automation 
Script  

Avg CPU 
Utilization 

Avg Memory 
Utilization 

Avg Hard Disk 
Utilization 

Avg Time Taken 

Boot-up Time with AV Avg CPU 
Utilization 

Avg Memory 
Utilization 

Avg Hard Disk 
Utilization 

NA 

Table 7: Weightage Representation 

Note: Products recorded with same values will have same weight i.e. for example Test 

Results of Sophos and McAfee have recorded Full scan in 25 mins, then their ranking will 

be same and the next highest time taken product will get the next rank. 
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Weightage – Test Result 

 Trend Micro 
Office Scan 

10.5 

McAfee 
VirusScan 

8.7 

Symantec 
Endpoint 

11 

Sophos Endpoint 
Security & 

Control 

MS 
ForeFront 

Client 
Security 

End Point Installation  1,1,4,2 4,3,5,4 3,5,1,4 2,2,2,3 2,4,3,1 

System After AV 
Installation 

1,2,4 3,1,2 4,4,1 3,1,3 2,1,3 

End User Automation 
Script Execution with 
AV 

4,3,1 3,1,5 2,4,2 5,2,3 1,5,4 

Full System Scan 1,1,2,1 2,2,5,5 4,5,3,4 3,4,1,3 5,2,4,2 

Full Scan with End 
User Automation 
Script  

1,1,2,1 5,2,5,4 2,5,1,3 3,5,4,3 4,4,3,2 

Boot-up Time with AV 2,5,3 2,1,1 1,2,2 1,4,4 2,3,1 

Table 8: Weightages as per the Test Result 

Total Weightage Result 

  Trend Micro 
Office Scan 

10.5 

McAfee 
VirusScan 

8.7 

Symantec 
Endpoint 11 

Sophos Endpoint 
Security and 

Control 

MS ForeFront 
Client 

Security 
End Point Installation  8 16 13 9 14 

System After AV 
Installation 

7 6 9 7 6 

End User 
Automation Script 
Execution with AV 

8 9 8 10 10 

Full System Scan 5 14 16 11 13 

Full Scan with End 
User Automation 
Script  

5 16 11 15 13 

Boot-up Time with 
AV 

10 4 5 9 6 

Total Weight 43 65 62 61 62 
Table 9: Total Weightage after calculating all the weights as per the test result 

As per the weightage calculation: 

• Trend Micro Office Scan 10.5 stands in the first place with the least total 

weightage value of 44 

• Sophos Endpoint Security is in second place with a total weightage value of 61 

• Symantec Endpoint 11 and MS ForeFront Client Security share third place with a 

total weightage value of 62 

• With the highest total weightage value of 65 McAfee Virus Scan stands in fourth 

place. 
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Project Scope 
 

The scope of this testing is to compare system component performance metrics for 

below mentioned products: 

• Trend Micro OfficeScan (OSCE) 10.5  

• McAfee VirusScan (MFE) 8.7  

• Symantec Endpoint Protection (SEP) 11  

• Sophos Endpoint Security and Control (SESC) 9.5 

• MS ForeFront Client Security (FFCS) 1.0.1703.0 

Approach and Methodology 

Approach 

In order to achieve Performance analysis with end-point security solutions (Trend Micro 

OfficeScan 10.5, McAfee VirusScan 8.7, Symantec Endpoint Protection 11, Sophos 

Endpoint Security and Control & Microsoft ForeFront Client Security) IFC lab will follow a 

defined benchmark approach. The Approach and Methodology for the complete 

cycle is as shown in the figure below. It consists of 4 phases. 

 

 

Figure 1: Approach & Methodology. 

Phase 1: Architecture 

Lab Details 

In order to execute a successful performance analysis, a unified test environment was 

setup. A unique test lab infrastructure was created to ensure, all the test cases are well 
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executed with automated scripting to generate a realistic, adjustable, workstation with 

various applications and also to make sure that all of the Antivirus software’s have the 

same replica of the hardware and the software images in the machine. 

 

We created a baseline image with the smallest possible footprint and reduce the 

possibility of variation caused by external operating system factors. The lab setup 

environment comprised of an Endpoint client and Antivirus server for each instance of 

Antivirus product.  

 

Figure 2: Test Lab Environment 

Lab Hardware Configuration 

AV Server Hardware Configuration  AV Client Hardware Configuration 

HP Proliant ML 150 G2 Server Dell Model Inspiron 5801950 Xeon Server 

Dell Model 2950 Server 1 x Quad Core Intel I3 3.20GHz 

1* Intel Xeon 3.00 GHz 4 GB RAM  

2 GB RAM  320GB (7200 RPM) SATA Disk 

160 SCSI Disk (7200 RPM)  1,000 Mbps Network Connection  

Microsoft Windows Server 2003 Standard Edition  Microsoft Windows 7 Ultimate – 64 bit Edition 

1,000 Mbps Network Connection  

Table 10: Hardware Configuration
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Phase 2, 3: Test Case And Execution 

As a part of the test cases, AV security solution was analyzed to log relevant CPU, 

memory, disk. These counters were logged to a comma-separated value (CSV) 

performance log, which was later imported to a spreadsheet for analysis. 

 

Each respective AV solution was tested and compared with Baseline Performance 

metrics with no AV environment.  

Automated Script 

The automated script was created to simulate end user activity. It is a windows script, 

which is converted as .exe and can be executed which performed following actions in 

loop. 

• Microsoft Word – Open, minimize, maximize, close, insert text, save modifications 

• Microsoft Outlook – Open, minimize, maximize, close, write random 
words/numbers, save modifications 

• Microsoft Excel – Open, minimize, maximize, close, write random numbers, 
insert/delete columns/rows, copy/paste formulas, save modifications 

• Microsoft PowerPoint – Open, minimize, maximize, close, conduct a slide show 
presentation 

• Internet Explorer – Open, minimize, maximize, close, browse page 

• Windows Media Player – Open, close, view a video 

• Adobe Acrobat Reader – Open, minimize, maximize, close, browse pages in PDF 
document 

• 7-Zip – Open, close, compress a large file 
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Test Case 1 – End Point Installation (AV) 

Approach 

Check for the utilization of CPU, Memory and HDD when the installation of the Antivirus 

is triggered from the AV Server. 

Test Result 

Test Environment Average CPU 
Utilization in % 

Average 
Memory 

Utilization in % 

Average Disk 
Utilization (IOP) in 

% 

Avg Time 
Taken in 
min:sec 

Trend Micro OfficeScan 10.5 1.619 17.86 69.79 01:00 

McAfee VirusScan 8.7 4.5 21.1 75 15:00 

Symantec Endpoint Protection 
11 

4.4875 28.4 45.7037 15:00 

Sophos Endpoint Security & 
Control 

2.6 18.60 50 09:00 

Microsoft ForeFront Client 
Security 

2.6 23.6 64 0.54 

Table 11: End Point Installation 
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Test Case 2 – System After AV Installation 

Approach 

Check for the Systems Idle and utilization of CPU, Memory and HDD after the installation 

of the Antivirus with the base values already taken before the installation of AV.  

Test Result 

Test Environment Avg CPU 
Utilization in 

% 

Avg Memory 
Utilization in 

% 

Avg Disk 
Utilization (IOP) in 

% 

Trend Micro OfficeScan 10.5 1.17 21.85 43.80 

McAfee VirusScan 8.7 2.34 17 42.12 

Symantec Endpoint Protection 
11 

3 25 41 

Sophos Endpoint Security & 
Control 

2 17 42.96 

Microsoft ForeFront Client 
Security 

3.08 23.45 59 

 

Table 12: System After AV Installation 
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Test Case 3 – End User Automation Script Execution with AV 

Approach 

Check for the utilization in terms of CPU, Memory and HDD when a full End User 

Automation Script is executed for a standard of 20 minutes. 

Test Result 

Test Environment Avg CPU 
Utilization in 

% 

Avg Memory 
Utilization in 

% 

Avg Disk 
Utilization (IOP) 

in % 

Trend Micro OfficeScan 10.5 6.01 31.68 41.88 

McAfee VirusScan 8.7 5.74 23.96 70 

Symantec Endpoint Protection 11 5.51 33.09 46 

Sophos Endpoint Security & 
Control 

6.53 28.06 51.67 

Microsoft ForeFront Client 
Security 

5.50 38.07 59.95 

Table 13: End User Automation Script Execution with AV 
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Test Case 4 – Full System Scan 

Approach 

Check for the utilization in terms of CPU, Memory and HDD when a full scan is initiated 

from the server.  

Test Result 

Test Environment Avg CPU 
Utilization in 

% 

Avg Memory 
Utilization in 

% 

Avg Disk 
Utilization (IOP) 

in % 

Avg Time 
Taken in 
min:sec 

Trend Micro OfficeScan 10.5 3.0976 18.5122 46.15 19:54 

McAfee VirusScan 8.7 4.5789 29.7089 75.3544 54:48 

Symantec Endpoint 
Protection 11 

6.48 55.1316 55.2078 30:00 

Sophos Endpoint Security & 
Control 

5.679 38.9583 43.08 25:00 

Microsoft ForeFront Client 
Security 

8.269 35.98 69.5 21:58 

Table 14: Full System Scan 
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Test Case 5 – Full Scan with End User Automation Script 

Approach 

Check for the utilization in terms of CPU, Memory and HDD when a full scan is initiated 

from the server and also in parallel execute the user simulation automation script. 

Test Result 

Test Environment Avg CPU 
Utilization in 

% 

Avg Memory 
Utilization in 

% 

Avg Disk 
Utilization (IOP) 

in % 

Avg Time Taken 
in min:sec 

Trend Micro OfficeScan 10.5 10.3784 38.5385 48.86 25:17 

McAfee VirusScan 8.7 18.1722 48.9012 76 56:00 

Symantec Endpoint Protection 
11 

11.6301 54.10 47.45 30:00 

Sophos Endpoint Security & 
Control 

12.5294 64.3023 59.9318 30:00 

Microsoft ForeFront Client 
Security 

14.1375 56.3375 53.9753 27:22 

Table 15: Full Scan with End User Automation Script 
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Test Case 6 – Boot-up Time with AV 

Approach 

Check for the Reboot time taken after the installation of AV endpoint. 

Test Result 

Test Environment System Boot-
up in 

Seconds 

System 
Shutdown in 

Seconds 

System 
Reboot in 
seconds 

Trend Micro OfficeScan 10.5 10 12 24 

McAfee VirusScan 8.7 10 7 21 

Symantec Endpoint Protection 
11 

9 8 23 

Sophos Endpoint Security & 
Control 

9 10 28 

Microsoft ForeFront Client 
Security 

10 9 21 

Table 16: Boot-up Time with AV 
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Test Case 7 – AV Installation and Scan Time Details 

Approach 

Check for the complete scan time with the End Point Installation, Full Scan and Full Scan 

with End User Automation Script. 

Test Results: 

Test Environment Trend Micro 
Office Scan 
10.5 in mm:ss 

McAfee 
VirusScan 8.7 

in mm:ss 

Symantec 
Endpoint 11 in 

mm:ss 

Sophos 
Endpoint 
Security & 
Control in 

mm:ss 

End Point Installation 01:00 15:00 15:00 09:00 

Full Scan  19:54 54:48 30:00 25:00 

Full Scan With End User 
Automation Script 

25:17 56:00 30:00 30:00 

End Point Installation 01:00 15:00 15:00 09:00 

Full Scan  19:54 54:48 30:00 25:00 

Table 17: Scan Time Analysis
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Phase 4: Reporting  

CPU Deviation 

Base CPU Deviation Value 

Baseline value recorded for Test machine CPU Utilization before installing AV was 0.22 %. 

The same will be compared to System After AV Installation, which will provide the 

deviation from base CPU Utilization. The Formula for that would be: 

 

• Base Value after script Execution - Base Value= CPU Base Deviation Value 

 

CPU Base End User Automation Script Deviation Value 

Baseline value recorded for Test machine CPU Utilization before installing AV for the End 

User Automated Script Execution was 1.55 %. The same compared to System after AV 

Installation script execution will provide the deviation from base CPU Utilization. The 

Formula for that would be: 

 

• Base Value after AV Installation Script Execution - Base Value of Script = CPU 

Base End User Automation Script Deviation Value 

 

CPU Base End User Automation Script Full Scan Deviation Value 

Baseline value recorded for Test machine CPU Utilization before installing AV for the End 

User Automated Script Execution was 1.55 %. The same compared to System after AV 

Installation script execution during Full Scan will provide the deviation from base CPU 

Utilization. The Formula for that would be: 

 

• Base Value after AV Installation Script Execution during Full Scan - Base Value of 

Script = CPU Base End User Automation Script Full Scan Deviation Value 

 

Memory Deviation 

Memory Base Deviation Value 
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Baseline value recorded for Test machine Memory Utilization before installing AV was 14 

%. The same will be compared with the System After AV Installation, which will provide 

the deviation from base Memory Utilization. The Formula for that would be: 

 

• Base Value after script Execution - Base Value= Memory Base Deviation Value 

 

Memory Base End User Automation Script Deviation Value 

Baseline value recorded for Test machine Memory Utilization before installing AV for the 

End User Automated Script Execution was 18.50 %. The same compared to System after 

AV Installation script execution will provide the deviation from base Memory Utilization. 

The Formula for that would be: 

 

• Base Value after AV Installation Script Execution - Base Value of Script = Memory 

Base End User Automation Script Deviation Value 

 

Memory Base End User Automation Script Full Scan Deviation Value 

Baseline value recorded for Test machine Memory Utilization before installing AV for the 

End User Automated Script Execution was 18.50 %. The same compared to System after 

AV Installation script execution during Full Scan will provide the deviation from base 

Memory Utilization. The Formula for that would be: 

 

• Base Value after AV Installation Script Execution during Full Scan - Base Value of 

Script = Memory Base End User Automation Script Full Scan Deviation Value 

 

HDD Deviation 

HDD Base Deviation Value 

Baseline value recorded for Test machine Disk Utilization before installing AV was 38 %. 

The same will be compared with the System After AV Installation, which will provide the 

deviation from base Disk Utilization. The Formula for that would be: 

 

• Base Value after script Execution - Base Value= Disk Base Deviation Value 



Trend	
  OfficeScan	
  Comparative	
  Report	
  

	
  
 
30                                                    Confidential  	
  
 

 

HDD Base End User Automation Script Deviation Value 

Baseline value recorded for Test machine Disk Utilization before installing AV for the End 

User Automated Script Execution was 40.83 %. The same compared to System after AV 

Installation script execution will provide the deviation from base Disk Utilization. The 

Formula for that would be: 

 

• Base Value after AV Installation Script Execution - Base Value of Script = Disk Base 

End User Automation Script Deviation Value 

 

HDD Base End User Automation Script Full Scan Deviation Value 

Baseline value recorded for Test machine Disk Utilization before installing AV for the End 

User Automated Script Execution was 40.83 %. The same compared to System after AV 

Installation script execution during Full Scan will provide the deviation from base 

Memory Utilization. The Formula for that would be: 

 

• Base Value after AV Installation Script Execution during Full Scan - Base Value of 

Script = Disk Base End User Automation Script Full Scan Deviation Value 
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Trend Micro OfficeScan 10.5 

 

Graph 6: Trend Micro OfficeScan (OSCE) 10.5 Resource Utilization  

  AV  
Installatio

n 

System After 
AV 

Installation 

End User 
Automation 

Script Execution 
with AV 

Full System 
Scan 

Full System Scan 
With End User 
Automation 

Script 
CPU 1.619 1.17 6.01 3.0976 10.3784 

Memory 17.86 21.85 31.68 18.5122 38.5385 

HDD 69.79 43.8 41.88 46.15 48.86 

Table 18: Trend Micro OfficeScan (OSCE) 10.5 Resource Utilization  

CPU Deviation 

• Base CPU Deviation Value 

1.17 - 0.22 = 0.95 %  

• CPU Base End User Automation Script Deviation Value 

6.01 - 1.55 = 4.46 %  

• CPU Base End User Automation Script Full Scan Deviation Value 

10.3784 - 1.55 = 8.8284 % 

Memory Deviation 

• Memory Base Deviation Value 

21.85 - 14 = 7.85 %  

• Memory Base End User Automation Script Deviation Value 

31.68 - 18.5 = 13.18 %  

• Memory Base End User Automation Script Full Scan Deviation Value 

38.5 - 18.5 = 20 %  
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HDD Deviation 

• HDD Base Deviation Value 

43.8 - 38 = 5.8 %  

• HDD Base End User Automation Script Deviation Value 

41.88 – 40.83 = 1.05 %  

• HDD Base End User Automation Script Full Scan Deviation Value 

48.86 – 40.83 = 8.03 %  
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McAfee VirusScan 8.7 

 

Graph 7: McAfee VirusScan (MFE) 8.7 Resource Utilization  

  AV  
Installation 

System After 
AV 

Installation 

End User 
Automation 

Script Execution 
with AV 

Full System 
Scan 

Full System Scan 
With End User 

Automation Script 

CPU 4.5 2.34 5.74 4.5789 18.1722 

Memory 21.1 17 23.96 29.7089 48.9012 

HDD 75 42.12 70 75.3544 76 

Table 19: McAfee VirusScan (MFE) 8.7 Resource Utilization 

CPU Deviation 

• Base CPU Deviation Value 

2.34 - 0.22 = 2.12 %  

• CPU Base End User Automation Script Deviation Value 

5.74 - 1.55 = 4.19 %  

• CPU Base End User Automation Script Full Scan Deviation Value 

18.1772 - 1.55 = 16.6272 % 

Memory Deviation 

• Memory Base Deviation Value 

17 - 14 = 3 %  

• Memory Base End User Automation Script Deviation Value 

23.96 - 18.5 = 5.46 %  

• Memory Base End User Automation Script Full Scan Deviation Value 

48.9012 - 18.5 = 30.4012 %  



Trend	
  OfficeScan	
  Comparative	
  Report	
  

	
  
 
34                                                    Confidential  	
  
 

HDD Deviation 

• HDD Base Deviation Value 

42.12 - 38 = 4.12 %  

• HDD Base End User Automation Script Deviation Value 

70 – 40.83 = 29.17 %  

• HDD Base End User Automation Script Full Scan Deviation Value 

76 – 40.83 = 35.17 %  
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Symantec Endpoint Protection 11 

 

Graph 8: Symantec Endpoint Protection (SEP) 11 Resource Utilization  

  AV  
Installation 

System After 
AV 

Installation 

End User 
Automation 

Script Execution 
with AV 

Full System 
Scan 

Full System Scan 
With End User 

Automation Script 

CPU 4.4875 3 5.51 6.48 11.6301 

Memory 28.4 25 33.09 55.1316 54.1 

HDD 45.7037 41 46 55.2078 47.45 

Table 20: Symantec Endpoint Protection (SEP) 11 Resource Utilization 

CPU Deviation 

• Base CPU Deviation Value 

3 - 0.22 = 2.78 %  

• CPU Base End User Automation Script Deviation Value 

5.51 - 1.55 = 3.96 %  

• CPU Base End User Automation Script Full Scan Deviation Value 

11.63 - 1.55 = 10.08 % 

Memory Deviation 

• Memory Base Deviation Value 

25 - 14 = 11 %  

• Memory Base End User Automation Script Deviation Value 

33.09 - 18.5 = 14.59 %  

• Memory Base End User Automation Script Full Scan Deviation Value 

54.10 - 18.5 = 35.6 %  
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HDD Deviation 

• HDD Base Deviation Value 

41 - 38 = 3 %  

• HDD Base End User Automation Script Deviation Value 

46 – 40.83 = 5.17 %  

• HDD Base End User Automation Script Full Scan Deviation Value 

47.45 – 40.83 = 6.62 %  
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Sophos Endpoint Security and Control 9.5 

 

Graph 9: Sophos Endpoint Security and Control (SESC) 9.5 Resource Utilization  

  AV  
Installation 

System After 
AV 

Installation 

End User Automation 
Script Execution with 

AV 

Full System 
Scan 

Full System Scan With 
End User Automation 

Script 
CPU 2.6 2 6.53 5.679 12.5294 

Memory 18.6 17 28.06 38.9583 64.3023 

HDD 50 42.96 51.67 43.08 59.9318 
Table 21: Sophos Endpoint Security and Control (SESC) 9.5 Resource Utilization 

CPU Deviation 

• Base CPU Deviation Value 

2 - 0.22 = 1.78 %  

• CPU Base End User Automation Script Deviation Value 

6.53 - 1.55 = 4.98 %  

• CPU Base End User Automation Script Full Scan Deviation Value 

12.52 - 1.55 = 10.97 % 

Memory Deviation 

• Memory Base Deviation Value 

17 - 14 = 4 %  

• Memory Base End User Automation Script Deviation Value 

28.06 - 18.5 = 9.56 %  

• Memory Base End User Automation Script Full Scan Deviation Value 

64.30 - 18.5 = 45.8 %  
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HDD Deviation 

• HDD Base Deviation Value 

42.96 - 38 = 4.96 %  

• HDD Base End User Automation Script Deviation Value 

51.67 – 40.83 = 10.84 %  

• HDD Base End User Automation Script Full Scan Deviation Value 

59.93 – 40.83 = 19.1 %  
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Microsoft ForeFront Client Security 

 

Graph 9: MS ForeFront Client Security (FFCS) 1.0.1703.0 Resource Utilization  

  AV  
Installation 

System After 
AV 

Installation 

End User Automation 
Script Execution with 

AV 

Full System 
Scan 

Full System Scan With 
End User Automation 

Script 
CPU 2.6 3.08 5.5 8.26 14.13 

Memory 23.6 23.45 38.07 35.98 56.33 

HDD 64 59 59.95 69.51 69.51 

Table 21: Sophos Endpoint Security and Control (SESC) 9.5 Resource Utilization 

CPU Deviation 

• Base CPU Deviation Value 

3.08 - 0.22 = 2.86 %  

• CPU Base End User Automation Script Deviation Value 

5.50 - 1.55 = 4.98 %  

• CPU Base End User Automation Script Full Scan Deviation Value 

14.1375 - 1.55 = 3.95 % 

Memory Deviation 

• Memory Base Deviation Value 

23.45 - 14 = 9.45 %  

• Memory Base End User Automation Script Deviation Value 

38.07 - 18.5 = 19.57 %  

• Memory Base End User Automation Script Full Scan Deviation Value 

56.34 - 18.5 = 37.84 %  
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HDD Deviation 

• HDD Base Deviation Value 

59 - 38 = 21 %  

• HDD Base End User Automation Script Deviation Value 

59.95 – 40.83 = 19.12 %  

• HDD Base End User Automation Script Full Scan Deviation Value 

53.98 – 40.83 = 13.15 %  

 


